NudopmanmonHas namMsTKa 1JI HECOBEPIIEHHOJETHUX 10 BONIPocaM Kndep0e30nacHoCTH
B ceTtu «MIHTEpHET»

Komnbrorepubie BUpychbl

KoMmbploTepHslli  BUPYC — 3TO  Pa3sHOBHJHOCTb  KOMIIBIOTEPHBIX IIPOTpamm,
OTJIMYUTENbHOH  OCOOEHHOCTBIO  KOTOPOM  sABISETCS  CHOCOOHOCTh K  PAa3MHOXKEHUIO
(xonupoBaHu10). B nononHenne kK 3ToMy, BUPYChl MOT'YT ITOBPEIUTD WU IOJHOCTHIO YHUUYTOXHUTh
Bce (hailuibl U JJaHHBIE, TTOJAKOHTPOJIBHBIC TOJIb30BATENI0, OT UMEHU KOTOPOro Oblia 3amyleHa
3apakEHHas IPOrpaMMa, a TAK)Ke MOBPEAUTD MM JaXKe YHUYTOKUTH ONIEPALMOHHYIO CUCTEMY CO
BceMH (haiiinaMu B 11e710M. B G0JIbIIMHCTBE CilydaeB pacpOCTPaHsIOTCA BUPYChI U€PE3 HHTEPHET.

MeToabl 32a1IUTHI OT BPEAOHOCHBIX IPOrPaMM:

v’ Vcnionb3yii COBpEMEHHBIE ONEPAIMOHHBIE CHCTEMbI, UMEIOIIHME CEPbE3HBINA YPOBEHb
3aIUTBI OT BPEJAOHOCHBIX ITPOrPAMM;

v' TIoCTOSIHHO ycTaHaBinuMBail matdd (UppPOBbIC 3aIUIATKH, KOTOPhIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C IIEIBIO TOPAOOTKH MPOrPaMMBbl) U IpyTHe OOHOBJICHUS CBOCH OTIEepallnOHHOM
cuctembl. CkaumBail X TOJbKO ¢ odunmansHOro caiira paspadorunka OC. Ecim cymiectByer
PEKUM aBTOMATUYECKOI0 OOHOBJIEHUS, BKIIIOUH €T0;

v' Paboraii Ha CBOEM KOMIIBIOTEpPE O]l PaBaMH MOJIb30BATENs, & HE aJIMHHHUCTPATOPA.
OTO HEe IMO03BOJMUT OOJNBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTAJUIMPOBATHCS HA TBOEM
NEPCOHAIIBHOM KOMIIBIOTEPE;

v Vcnionb3yii aHTHBUPYCHBIE MPOTPAMMHBIE MPOIYKThI U3BECTHBIX MPOU3BOIUTEINCH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

v Orpanudb (pU3NYECKHUIA JTOCTYI K KOMIBIOTEPY ISl TIOCTOPOHHMX JIHIL;

v' Vcnionp3yii BHENIHME HOCUTENN HHPOPMAIMH, TaKue Kak (iiemka, IucK win Gaiir u3
HHuTepHeTa, TONBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

v He OTKpbIBall KOMMBIOTEPHBIC (DAiiIbl, MONTyYEHHbIE W3 HEHAIEKHBIX HCTOYHHKOB.
Jaxe Te ¢ailibl, KOTOpbIe NMPUCHIaT TBOW 3HAKOMBIH. Jlyunie yTo4HH y HEro, OTHpaBisiil JU OH
Tebe ux.

Cerun WI-FI

C nomompto WI-Fi MO>XHO MOJTy4YHuTh OeCIIaTHBIM MHTEPHET-IOCTYIN B OOIIECTBEHHBIX
MecTax: Kade, OTeNsX, TOProBbIX IIEHTpaX M aj’pomoprax. Tak xKe SBISeTCS OTIWYHOU
BO3MOXKHOCTBIO BbIx01a B IHTepHeT. Ho MHOTHE SKCTIepThl CUMTAIOT, YTO 001enoctynHbie Wi-Fi
CEeTHU He ABISIOTCS 0€30MacCHBIMHU.

CoBeTsl 10 6e30nMacHOCTH PadoThI B 001e10cTYNHBIX ceTsix Wi-fi

v He mepenaBaii cBor JMuHyro uH(popManuio depe3 obmexoctynubie Wi-Fi cerw.

PaboTtas B HUX, KCJIATCJIIBHO HE BBOAWUTE IMMApPOJIU JOCTYIIA, IOTHUHBI U KAKHUE-TO HOMEpPA,



v Wcnonb3yit U 0OHOBISAN aHTUBMPYCHBIE IPOrPaMMbI U OpaHaMaysp. TeM caMbIM ThI
o0e3omacuib ceds 0T 3aKaYKU BUPyca Ha TBOE YCTPOUCTBO;

v Tlpu wucnonb3oBanun Wi-Fi orximoun ¢yakuuio «OOmmii jgoctyn K Qaiiiam u
npuntepam». JlanHas (GyHKIUS 3aKphiTa IO yYMOJIYaHHUIO, OJIHAKO HEKOTOpHIE IOJIb30BATENIU
aKTUBUPYIOT €€ JJis y100CTBA UCIIOJIb30BaHUS B paboTe Ui yuyede;

v’ He ucnone3yii my6muunsiii WI-FI [uis mepenadn JHMYHBIX JAHHBIX, HAPUMED, ISt
BBIX0/1a B COLIMAJIbHBIE CETU WJIN B JJIEKTPOHHYIO IIOUTY;

v Hcnonb3yii TonbKo 3ammuienHoe coequnenne yepes HTTPS, a we HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

v' B wmobwibHOM Tenepore orkmoun  Qydkumio  «l[logkmouenne k- Wi-Fi
aBTOMaTH4YeCKW». He momyckail aBTOMaTHIeCKOro MOIKIIOYCHHS YCTPOHCTBa K ceTsiMm Wi-Fi 6e3
TBOETO COTJIACHUA.

ConuaJbHbIE CeTH

ConuasnbHass ceTb — 3TO CalT, KOTOPBIM MNpPEAOCTaBIsET BO3MOXKHOCTH JIIOJSAM
OCYILECTBIISITH OOLICHUE MEXTy COOOH B MHTEpHETe. Yare BCero B HUX /ISl KaXKI0TO YeJIOBEKa
BBIJICTISICTCSI CBOSI JIMYHAS CTPaHWYKa, HA KOTOPOU OH YKa3bIBAeT 0 ce0e pa3nuyHyro HHGOPMAIHUIO,
HA4YMHAsg OT UMEHH, (aMUIIMU U 3aKaHYUBas IMYHBIMU PoTorpadusmu. MHOTHE MOJIb30BaTENH HE
MOHMMAIOT, YTO UH(POpMAIHs, pa3MEILEHHAsl MU B COLIMATIBHBIX CETSIX, MOXKET ObITh HaillieHa U
MCII0JIb30BaHa K€M YTOJIHO, B TOM UHUCIIE€ HE 0053aTeIbHO ¢ OJJarMMH HaMEPEHUSIMH.

OcHoBHBIE COBETHI 10 0€30IACHOCTH B COLMATBHBIX CETAX:

v Orpanuyp CIOHCOK Jpy3eil. Y TeOs B JApy3bsiX HE ODKHO OBbITh CIyYaiiHBIX U
HE3HAKOMBIX JIFOJIEH;

v/ 3amuinaii CBOK YacTHYIO W3Hb. He ykaseiBail mapoi, TeiaeoHbI, aapeca, Iary
TBOETO POXKJICHHS U JIPYTyI0 JMUYHYIO HH(pOpMalMio. 37I0yMBIIIJIEHHUKA MOTYT HCIOJb30BaTh
Jake MH(OpPMaIUIO O TOM, KaK Thl U TBOU POAUTENN INIAHUPYETE MPOBECTH KAaHUKYJIbI;

v/ 3amumai CBOK PENyTalHIo - JEPKH €€ B YHCTOTE U 3a1aBail cebe BOIPOC: XOTel Obl
ThI, YTOOBI JpyTUE MOJIH30BATENN BUACIH, YTO Thl 3arpyxaems? [logymail, mpexae 4em 4To-To
OIyOJIMKOBATh, HAMIUCATD U 3aTPY3UTh;

v" Ecitu Thl TOBOPHIIIB C JTIOJBMH, KOTOPBIX HE 3HACIIIb, HE HCTIOJb3Yil CBOE peabHOE UMS
U IpYTYIO JINYHYIO UH(DOPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO Y4€OBI U MTPOYEE;

v’ Us6Geraii pasmemenus pororpaduii B UHTepHETE, I/Ie ThI M300pakeH Ha MECTHOCTH, T10
KOTOPOM MO>KHO OIIPENETUTH TBOE MECTOIIOJIOKEHNUE;

v' Tlpu perucrpaniy B COMUATBHON CETH HEOOXOAUMO HCIIOIb30BATh CIOKHBIE MAPOJIH,

cocTosmue u3 OykB ¥ MU U ¢ KOJUIECTBOM 3HAKOB HE MEHEe §;



v’ Jns colMaibHOM CETH, MOYTHI U JPYTHX CAaiTOB HEOOXOIUMO HCIIOIL30BaTh Pa3HBIE
naposu. Toraa ecnu Te0s1 B3JIOMAIOT, TO 3J0YMBIIUICHHUKN TOIYyYaT JAOCTYH TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbIE IeHbI' U

DOJNEeKTPOHHBIE JIEHbIM — 3TO OYEHb YAOOHBIN CIIOCOO MiIaTexkei, OAHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

ONEKTPOHHBIE JE€HBIU MOSBUIMCH COBCEM HENABHO M MMEHHO H3-3a 3TOI'0 BO MHOI'MX
rocyapcTBax [0 CUX IOP HE IPOMUCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHu GYyHKIMOHUPYIOT M O HUX YK€ IIPOIKMCAHO B 3aKOHE, 1€ UX Pa3JelsoT
Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHHUMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3penraercsi MPOBOJUTH Omepanuud 0e3 HACHTH(PHKAIWK TOJIh30BAaTENs, a B HE
AQHOHUMHBIX UACHTU(PHUKALMY TI0JIb30BATEINS ABISETCS 0053aTEIbHOM.

Taxke cienyer pa3inyarh 3J€KTPOHHBIE (pUaTHBIE JAECHBIM (paBHBI IOCYJApCTBEHHBIM
BaJIIOTaM) U JJIEKTPOHHbIE HEPHUATHBIE IEHbI'M (HE paBHbI TOCYJapCTBEHHBIM BaJIIOTaM).

OcHoBHbIE coBeThI 10 0e30nacHOil padoTe ¢ 3JIEKTPOHHBIMH JeHbIAMM:

v TIpuBsDKM K CUETy MOOWIBHBINM TeneoH. DTO CaMblii YI0OHBIH ¥ OBICTPHIA CIIOCOO
BOCCTAHOBUTb JOCTYN K cyery. llpuBs3anHblii TenedoH moMoxkeT, eciu 3alynemb CBOU
IJIATEKHBIN MMapOJIb WM 3aieIb HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

v’ Wcnonb3yii oHOpa3oBkIe mapoin. I1ocie mepexoaa Ha yCHUIEHHYI0 aBTOPU3AIUI0 Tebe
yKe He OyJIeT yrpokaTh OMAaCHOCTh KpakM MIIM TlepexBaTa MJIaTeXHOro mapoJs;

v Boibepu CIOXKHBIN Tapoib. [IpecTymHukam OyaeT He MpPOCTO Yraaath CIOKHBINA
naposb. HagexxHsle naponn — 3To mapoJid, KOTOpPbIE COIEPKAaT HE MEHEee 8 3HAKOB U BKIIIOYAIOT
B ce0s CTPOYHBIE U NTPONUCHBIE OYKBBI, HU(PBI U HECKOJIBKO CUMBOJIOB, TAKME KaK 3HaK J0Ju1apa,
¢dyHTa, BOCKIMLATeNbHbIN 3HaK U T.1. Hanpumep, StROng!;;

v' He BBO/IM CBOU JIMYHBIC JaHHBIC HA CaifTax, KOTOPHIM HE JIOBEPSEIIIb.

DJIeKTPOHHAS MOYTA

DneKTpOHHAas oYTa — 3TO TEXHOJIOTHS U PEJOCTABISIEMBIE €10 YCIYTH 10 MEPEChIIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACHPEAENSAIOTCS B KOMIIBIOTEPHOW CETH.
OO6b19HO AJIEKTPOHHBIN IIOYTOBBIA  SIIMMK  BBITJISAUT CIIEYIOIIUM obpazom:
UMs_TIOJIb30BaTeNA(@HUMs_JTIOMEHa. Takke Kpome Iepeaud MpOCTOro TEKCTa, HMEeTcs
BO3MOXKHOCTh MepeaaBaTh (paiiibl.

OcHoOBHBIE COBETHI 10 0e30MacHoii padoTe ¢ 3JIEKTPOHHOI MOYTOIi:

v' Hayio BbIOpaTh MpaBUIIBHBIN TOYTOBBIN cepBuc. B MHTepHETE €CTh OrpOMHBIM BBIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIydlle JIOBEPATHh TE€M, KOTO 3HACUIb U KTO NEPBbIN B

pEUTHHTE;



v He ykasbiBaii B JIMYHOM mouTe JUuHyr0 uH(opMmanuio. Hampumep, nydiie BHIOPaTH
«My3bIKaNBHBINA _(panaT@» umn «pok2013» Bmecto «remal3y;

v Mcnonb3yii IBYXOTAaHYI0 aBTOPHU3ALMI0. JTO KOI/Ia HOMHMO MapoJjis HYKHO BBOIMTH
KO/I, IpUcChIIaeMbIi 10 SMS;

v’ Boibepr CHOXKHBIA 11apojib. JIus KaJIoro MOYTOBOrO SIIUKA IOJDKEH OBITH CBOM
HaJCKHBINM, yCTOMYMBBIN K B3JIOMY 1apOJIb;

v Eciin ecTh BO3MOKHOCTH HAIMCaTh CaMOMY CBOM JIMYHBIA BOIPOC, UCIOJIB3YH 3Ty
BO3MOKHOCTb;

v/ Wcnonb3yif HECKOIBKO IIOYTOBBIX SIMUKOB. IIepBBIM I 4YACTHOM MEPENMUCKH C
azipecaTamMH, KOTOPBIM Thbl JOBEpsElLIb. DTO 3JIEKTPOHHBIM aJpec HE HAJ0 MCIIONIb30BaTh NPU
peructpanuu Ha popymax U caiTax;

v' He oTkpsiBaii Gailiiel U Apyryue BIOKEHUS B MUCbMAX JIaKe €CIIH OHH IPHIILIA OT TBOMX
npysei. Jlydille yTouHH y HUX, OTHPABIISUIN JTU OHU TeOe 3T (aiiibl;

v Tlociie OKOHYaHHs pabOThl HA TOYTOBOM CEPBHUCE MEPE]] 3aKPHITHEM BKJIAJIKH C CAUTOM
He 3a0y/p HaKaTh Ha « BEIATHY.

Ku6epOy/uIMHT WM BUPTYaJibHOE U31€BATEIbCTBO

KubepOymnuar — mpecienoBaHue COOOUICHUSIMH, COJEPXKALIUMHU  OCKOPOJICHHS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COLUAIbHOE OOMKOTHPOBAHHE C MOMOIIBIO Pa3IMUHbIX
WHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeThI 10 00pble ¢ KHOEPOYNIMHIOM:

v" He Gpocaiicst B 60ii. JIyurmii crioco0: mocoBETOBATLCS KaK ce0sl BECTH U, €CJIU HET TOTO,
K KOMY MOXHO OOpaTUTbCi, TO BHauaje YCHOKOMTbcA. EciM Thl HauHemb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHMSI, TO TOJIBKO el 0O0JIbIIE pa30XKellb KOH(IINKT;

v' VrpasJisii cBoeil KubepperyTaiuei;

v AHOHUMHOCTh B ceTH MHHMas. CyIIeCTBYIOT CHOCOOBI BBUSICHHTH, KTO CTOUT 32
AQHOHMMHBIM aKKayHTOM;

v He CTOMT BECTH XyJIMIaHCKUI 00pa3 BUPTYaIbHOM sKu3HHU. VIHTEpHET (UKCHPYET BCE
TBOM JICHCTBUS M COXpAHSET UX. Y AaUTh UX OyJeT KpaifHe 3aTpyAHUTENBHO;

v' Benu ce0s BEXKIIUBO;

v UrHopupy# equHUYHBIN HeraThB. OJHOPa30BbIE OCKOPOUTENBHBIE COOOIIEHH S JTyYIIIe
urHopupoBaTh. OObIUHO arpeccusi IpeKpanaeTcs Ha Ha4aabHOW CTaauH;

v" Bau arpeccopa. B mporpamMmmax oGMeHa MTHOBEHHBIMH COOOIICHHSIMHE, B COIIUATBHBIX
CeTSAX €CTh BO3MOXXHOCTh OJIOKHUPOBKHU OTIPABKH COOOIICHUI C ONPE/IeNIEHHBIX aIPECOB;

v Ecmu  Thl cBUjeTelb KuOepOyiummHra. TBOW  JEHCTBHS: BBICTYIUTH HPOTHB

npeciacaoBarciisd, IMokKkasatb €My, 4TO €T0 HGfICTBI/IfI OICHUBAKOTCA HCETAaTHBHO, HNOAACPKATb



KEPTBY, KOTOPOH HY>KHA TICUXOJIOTUYECKAsI TOMOIIb, COOOIIUTH B3POCIBIM O (PaKTe arpeCCUBHOTO
IOBEJICHUS B CETH.

MoOuabHbIi Tes1edoH

CoBpeMeHHbIe cMapT(HOHBI U TJIAHIIETHI COACPIKAT B C€OE BITOTHE B3POCIBIA PYyHKIIMOHA,
W Tenepb OHM MOTYT KOHKYPHUPOBATh CO CTAallMOHApPHBIMU KOMIIbloTepaMu. OJHAKO, CPEICTB
3aIUTHI JJIs TOJJOOHBIX YCTPOMCTB MMOKA OYCHD Majio. TeCTUpOBaHUE U TIOUCK YSI3BUMOCTEH B HAX
MIPOUCXOIUT HE TaK MHTCHCUBHO, Kak Jutst [1K, To sxe camoe kacaercs 1 MOOUITBHBIX MTPHIIOKCHU.

CoBpeMeHHbIE MOOHMIIbHBIE Opay3ephl Y)Ke MPaKTUUECKH JIOTHAIM HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacHMpeHne (yHKIMOHAA BjeYeT 3a COO0OH OOJBIIYI0 CIOKHOCTh M MEHBIIYIO
3aIHIICHHOCTD.

Jlaneko He BCE MPOM3BOAMTENN BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTHUECKUE
YSA3BUMOCTH JJI1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /1JIs1 0€30MACHOCTH MOOMJIBHOTO Tejie()oHAa:

v ByIb OCTOPOKEH, BeIb KOraa Tebe nmpeiararoT OecIulaTHBIA KOHTEHT, B HEM MOIYT
OBITH CKPBITHI KAKHE-TO TUIATHBIC YCIIYTH;

v’ JlyMmaii, mpexje 4eM oTrpaButbh SMS, ¢poto win Buaeo. Thl TOUYHO 3HAEIIb, TJ€ OHU
OyIyT B KOHEYHOM UTOTE?

v' Heo6X0auM0O OOHOBIIATE OINEPALMOHHYIO CUCTEMY TBOETO CMapTQoHa;

v’ Wcnonb3yii aHTUBUPYCHBIE IPOrPaMMBI [Tt MOOHIBHBIX TEIE()OHOB;

v' He 3arpy»aii NpUIOKEHHUs OT HEU3BECTHOIO MCTOYHUKA, BEIb OHM MOTYT COJIEPXKATh
BPEIOHOCHOE MPOrpaMMHOe 00ecreyeHue;

v Tlocyie TOro Kak Thl BBIAJIEIIL ¢ CaiiTa, Ile BBOAMWI JHYHYIO HH()OPMAIHUIO, 3aia1 B
HACTPOWKHU Opay3epa u ynanu cookies;

v' Tleproauuecky MpoBepsiii KakKe IUIaTHbIE YCIYTH aKTHBUPOBAHBI Ha TBOEM HOMEPE;

v' JlaBaii CBOM HOMEP MOGHIBHOTO Telie(OHA TOIBKO JIFOIAM, KOTOPBIX ThI 3HAEIIH H KOMY
JIOBEPSICIIIb;

v" Bluetooth 10/KeH OBITh BBIKIIIOYEH, KOT/A Th UM HE TOJIb3yelnbes. He 3a0biBali nHOr 1A
MPOBEPSITH 3TO.

DOUIIVHT WIN KPaKa JUYHBIX JAHHBIX

I'maBHass menp ¢umuaT-Buaa  MHTEpHET-MOIIEHHUYECTBA, COCTOUT B TOJYYCHUHU
KOH(HICHIIMAIBHBIX JTaHHBIX T0JIb30BaTeNIe — JIOTUMHOB M TapoJjeil. Ha anrmuiickoMm si3bike
phishing unTaercs xak ¢pumumHr (ot fishing — pri6Has 10815, password — maposb).

OcHoBHbIE coBeThI 10 0opble ¢ GUITHHTOM:



v" Criesiv 3a CBOMM akKayHTOM. ECIIM ThI O/103peBactiib, 4TO TBOSI aHKETA ObLIa B3JIOMaHa,
TO HEOOXOJUMO 3a0JIOKMPOBATh €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca 00 3TOM KakK MOXKHO
CKopee;

v" Hcnonp3yii 6e30macHbie BeO-CaiiThl, B TOM YHCIIC, HHTEPHET-MAra3uHOB U MMOUCKOBBIX
CHCTEM;

v' Hcnonp3yii cnoxHble U pasHble mapoid. Takum o0pa3om, eciu TeOsi B3JIOMAIOT, TO
37I0YMBIIIICHHUKH MOyYaT AOCTYII TOJIBKO K OJTHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

v" Eciu 1e6st B3IOMaIH, TO HEOOXOIUMO NPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
no6aBiieHbl y T€Os B Ipy3bsiX, O TOM, UTO T€Os B3JIOMAJIM U, BO3MOKHO, OT TBOET0 MMEHU OyJeT
pacchLIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBbIE CAaliThI;

v' YcranoBu HajexkHbId napoiib (PIN) Ha MOGHIIBHBI TETE(OH;

v OTKIIIOYH COXpaHEHHE Mapoiisi B Opaysepe;

v' He oTKpbIBail (hailiibl U APYTrUe BIOKCHUS B IUCbMAX JIAXKe €CIIH OHH MPHUIILUTH OT TBOUX

npy3seid. Jlydiie yTO9H! y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (DAl



